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For smooth operation among CAs Office of the CCA made some modification in the
lnteroperability Guideline. The modification is made after getting Object ldentifier (OlD) for
Bangladesh PKl. The revision is made on the following clauses:

sl. Clause Modification
1_, 3.1.2 Certificate Extension Field

Row 6 (certificatePolicies)
For Root Certificate this f ield is made

"Optional" instead of "Mandatory"
2. 3.1.2 Certificate Extension Field

Row 14 (cRLDistributionPoints)
For Root Certificate this f ield is made
"Optional" instead of "Mandatory" since

Currently Root CA will not use any CRL for its
own certificate

3. 3.2.2 Certificate Extension Field

Row 14 (cRLDistribution Points)
CA certificate shall use CRL of CCA as the CRL

distribution point in their certificate.
4. 3.3.2 Certificate Extension Field

Row 6 (certificatePolicies)
OID value notified in CCA website shall be

used for identifving certificate

5. 3.4.L Common EE Profile

Certificate Extension Field

Row 6 (certificatePolicies)

Depending on the Class of certificate CA

shall assign corresponding OID value notified
in CCA website

6. G Appendix l- Convention &
Specification -> 1. Naming
Convention

Common Name (CN) shall be in the format
given there.

7. G Appendix l- Convention &
Specificatioh -> 3, 4 and 5

Common Name (CN) shall be in the format
as siven.
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B. Eru&r*d ue€Fon

It becomes important to establish a PKI frameworkfor Bangladesh in orderto perform a secure

e-business and e-transactions not only inside country but also around the globe. However, as it

is found in other countries that if interoperability issues of digital certificates among different

CAs are not focused in early phase of CA operations in a country, it becomes costly to adopt

revised standard at later phase of operation,

The trust model of the PKI is based on the trust on CA. The CA issues certificate to end entities

(EE). Henceforth, EE of other CA needs that these CAs needs smooth interoperable operation,

and the certificates issued by those CAs have to be trusted by each other. ln order to achieve

this interoperable situation, CAs have to agree to accept common specification, harmonize their

certificate profiles to each other. This document provides a recommended profile for this

interope ra bility.

Based on RFC 5280: Internet X.509 Public Key lnfrastructure Certificate and Certificate

Revocation List (CRL) Profile and Asia PKI Forum lnteroperability Guideline, this document is

prepared to reduce interoperability issues among Bangladeshi CAs. lt is recomended to all

Licensed CAs to follow the instruc ons of this guideline.

Digital Certificate lnteroperability Guideline V. 1.4 Page 6
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C. Document Structure
The document is structured in a way so that CAs or relying parties can easily understand and
create profile for different type of certificates. This document describes the different pKl model
available in the globe, the Bangladesh PKI Model, definition of different certificate fields as per
RFC 5280, specification of different certificates and its fields.

Digital Certificate Interoperability Guideline V. 1.4 PageT



D. Scope

This guideline is applicable to all licensed CAs including Root CA, Bangladesh. While initiating
and implementing CA operations, CAs are recommended to follow the instructions illustrated in

this guideline for issuing digital certificates and CRLs. This guideline is issued by the Controller
of Certifying Authorities as per the supremacy specified in Section 89 of the ICT Act 2006

(amended in 2009) to ensure interoperability among..licensed CAs. lnstructions of this guideline

shall be interpreted along with the existing Act, Rules and Guidelines. lncase of any

inconsistency with any existing Rules, Guideline or Notification this guideline shall be

interpreted as final unless otherwise clarified.

Page 8Digital Certificate lnteroperability Guideline V. 1.4
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E. PKI Trust &ltodel

There are various PKI Models available in the globe, Those are:

1, Hierarchy Model

2. Cross-Certification Model

3. Cross-Recognition Model

4. Bridge Model

5. Certificate Trust List Model

L. Hierarchy Model

ln hierarchical PKI model, there's a trusted root CA which issue certificates only to accredited

CAs. The accredited CAs may issue certificates to subordinate CAs andlor end users and/or

other relying parties.
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Figure E.1: Hierarchical Model

2. Cross-Certification Model

ln Cross-certification, instead of a hierarchy, CAs deal with each other as peers and choose

whether or not to trust each other. ln this model CAs issue cross certificates to each other to
trust each others' end user certificate.

End User/
Relying Parties

End User/
Relying Parties

Digital Certi,ficate lnteroperability Guideline V. 1.4 Page 9



This model is also known as Mesh model. This model is apt in situation where organizations are
not in hierarchy structure. Path construction in this model is significantly complicated than
hierarchical model. ln cross-certification model one CA issues cross certificate to another CA,

the certificate contains a cA signature key used for issuing certificates.

3.

H

Figure E.2: Cross-Certification Model

Cross-Recogn ition Model

Cross Recognition is a concept considered by Asia Pacific Economic Cooperation (ApEC)

Telecommunication Working Group, and is defined as follows:

"An interoperability arrangement in which a relying party in one PKI domain can use authority
information in another PKI domain to authenticate a party in the other PKI domain, and vice-
ve rsa. "

ln practice, cross-recognition means that certificates issued in a domain that has been
recognised may be relied upon with some confidence by relying parties in the recognising
domain. Cross-recognition differs from cross-certification in several respects. For example,
there is no mutual (or even unilateral) recognition between CAs, Cross-recognition is based on

the belief that independent CAs would be licensed oraudited bya mutually recognised trusted
authority known as trusted coordinating authority.

I

I
I
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Figure E.3: Cross-Recognition Model

4, Bridge Model

The Bridge CA model embodies a central cross-certification authority, whose purpose is to
provide cross-certificates ratherthan acting as the root of certification paths. Within the Bridge
CA model, a participant is preconfigured with the public key of its local CA to act as a trust
anchor; configured knowledge of the Bridge CA's own public key is not required.

lnteroperablity
amongCAl & CA2

cal .$rict CA

Figure E.4: Bridge Model

This model combines aspects of both the root model and the cross-certification model. ln this
model the bridge CA is responsible for providing interoperability among CAs. PKI of different
models can be joined together into a single interoperable network using the bridge model.

Coordinating
Authority

Hierarchy Model Cross €ertification
,,.: Model
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5. Certificate Trust List (CTL) Model

The CTL model differs fundamentally from the other models in that the necessary actions to
make remote entities resolvable through trust paths are driven by prospective verifiers rather
than being made on behalf of the entities that are to be resolved. As a result, different verifiers
within a trust list environment, even if they share a common CA, may experience different
results when seeking to validate a particular entity. Relative to cross-certified approaches, use
of trust lists moves management overhead away from intermediary CAs and towards end
systems and their associated administrators.

Unlike the other models, the CTL model can require that endpoints or their delegates be
configured with large sets of public keys, if communication with peers under the jurisdiction of
large numbers of CAs is to be supported. ln the web environment, where huge numbers of
browsers are preloaded with a small number of trusted root keys, the operational franchises of
root key holders have become commercially valuable assets. The list itself is electronically
signed to ensure its integrity.

Figure E.5: CTL Model

Digital Certificate lnteroperability Guideline V. 1.4 Page 1.2
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F. Sangladesh pKl

1. Trust Model

lcr Act 2006 (amended in 2009) and lr (cA) Rules 2oL0 refers the hierarchical pKt model for
Bangladesh' Hierarchical PKI model is simple to implement and strongly interoperable. office of
the ccA will act as the Root cA in the hierarchy. Bangladesh Root cA will certify the licensed
CAs which in turns will certify the descendants of licensed CAs. Within this model, each
participant must have knowledge of the root cA's public key, which forms the fundamental
trust anchor for all participants. Root cA will be remain off-line, contributing to reduced
compromise potential for its private key.

..#..# rR ,,it llU,,:::.iiHi:::::::iffi,i:::ziii:=
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Figure F.1: Hierarchical pKl Model

2. lnteroperability

To ensure interoperability from the very beginning among conforming cAs, licensed under The
lcr Act 2006 (amended in 2oog), office of the ccA, Bangladesh has taken steps to implement
this guideline by its Root cA and licensed cAs. Root cA and licensed cAs are recommended to
follow the profile mentioned in this guideline. Before defining the profile value to ensure
interoperability, it is better to have understanding on each field of certificate and cRL.

I
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2.1. Certificate Basic Fields

tbsCertificate

The field contains the names of the subject and issuer, a public key associated with the subject,
a validity period, and other associated information. The tbsCertificate usually includes
extensions. Every TBsCertificate contains the names of the subject and issuer, a public key
associated with the subject, a validity period, a version number, and a serial number; some
MAY contain optional unique identifier fields.

signatureAlgorithm

The signatureAlgorithm field contains the identifier for the cryptographic algorithm used by the
CA to sign this certificate. The algorithm identifier is used to identify a cryptographic algorithm.
The oBJECT IDENTIFIER component identifies the algorithm. This field MUSTcontain the same
algorithm identifier as the signature field in the sequence tbscertificate.

signatureValue

The signatureValue field contains a digital signature computed upon the ASN.1 DER encoded
tbsCertificate' This signature value is encoded as a BIT STRING and included in the signature
field. By generating this signature, a CA certifies the validity of the information in the
tbsCertificate field.

Version

This field describes the version of the encoded certificate. When extensions are used, as
expected in this profile, version MUST be 3 (value is 2). lf no extensions are present, but a
Uniqueldentifier is present, the version sHoULD be 2 (value is 1); however, the version MAy be
3.

Serial Number

The serial number MUST be a positive integer assigned by the CA to each certificate. tt MUST be
unique for each certificate issued by a given CA (i.e., the issuer name and serial number identify
a unique certificate). CAs MUSTforce the serialNumberto be a non-negative integer. Certificate
users MUST be able to handle serialNumber values up to 20 octets. Conforming CAs MUST NOT
use serialNumber values longer than 20 octets.

Signature

This field contains the algorithm identifier for the algorithm used
certificate. This field MUST contain the same algorithm identifier as
field.

by the CA to sign the
the signatureAlgorithm

I
I Digital Certificate lnteroperability Guideline V. 1.4
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lssuer

The issuer field identifies the entity that has signed and issued the certificate. The issuer field
MUSTcontain a non-empty distinguished name (DN). The Name describes a hierarchical name
composed of attributes, such as country name, and corresponding values, such as US. CAs
conforming to this profile MUST use either the PrintableString or UTFBString encoding of
DirectoryString, with two exceptions.

Standard sets of attributes have been defined in the X.500 series of specifications [X.520].
lmplementations of this specification MUST be prepared to receive the following standard
attribute types in issuer and subject names:

r country,
r organization,
r organizational unit,
. distinguished name qualifier,
. state or province name,
r common name (e.9., "Susan Housley,'), and
r serial number.

ln addition, implementations of this specification SHOULD be prepared to receive the following
standard attribute types in issuer and subject names:

e loca lity,
o title,
. surname,
. given name,
o initia ls,

. pseudonym, and
o generation qualifier (e.g., "Jr.", "3rd", or "lV").

Certificate users MUST be prepared to process the issuer distinguished name and subject
distinguished name fields to perform name chaining for certification path validation, Name
chaining is performed by matching the issuer distinguished name in one certificate with the
subject name in a CA certificate"

Validity

The certificate validity period is the time interval during which the CA warrants that it will
maintain information about the status of the certificate.

The field is represented as a SEeUENCE of two dates:

the date on which the certificate validity period begins (notBefore) and the date on which the
certificate validity period ends (notAfter), The validity period for a certificate is the period of
time from notBefore through notAfter.

Digital Certificate lnteroperabilitV Guideline V. 1.4
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ln some situations, devices are given certificates for which no good expiration date can be
assigned' For example, a device could be issued a certificate that binds its model and serial
number to its public key; such a certificate is intended to be used for the entire lifetime of the
device.

UTCT|me

The universal time type, UTCTime, is a standard ASN.L type intended for representation of
dates and time' UTCTime specifies the year through the two low-order digits and time is
specified to the precision of one minute or one second. UTCTime includes either z (f or zulu, or
Greenwich Mean Time) or a time differential. UTCTime values MUST be expressed in Greenwich
Mean Time (Zulu) and MUST include seconds (i.e., times are wMMDDHHMMSSZ), even where
the number of seconds is zero.

GeneralizedTime

The generalized time type, GeneralizedTime, is a standard ASN.1 type for variable precision
representation of time. GeneralizedTime values MUST be expressed in Greenwich Mean Time
(Zulu) and MUST include seconds (i.e., times are yyyyMMDDHHMMSSZ), even where the
number of seconds is zero. GeneralizedTime values MUST NoT include fractional seconds.

Subject

The subject field identifies the entity associated with the public key stored in the subject public
key field' lf the subject is a cA, then the subject field MUST be populated with a non-empty
distinguished name matching the contents of the issuer field in all certificates issued by the
subject cA' lf the subject is a cRL issuer, then the subject field MUST be populated with a non-
empty distinguished name matching the contents of the issuer field in all cRLs issued by the
subject cRL issuer. A cA MAY issue more than one certificate with the same DN to the same
subject entity' The subject field is defined as the x.501 type Name. The syntax and associated
object identifiers (olDs) for these attribute types are provided in the AsN.1 modules in
Appendix A.

when encoding attribute values of type DirectoryString, conforming cAs MUsT use
Printablestring or UTFBString encoding, with the following exceptions:

r when the subject of the certificate is a cA, the subject field MUST be encoded in the
same way as it is encoded in the issuer field in all certificates issued by the subject CA.o when the subject of the certificate is a cRL issuer, the subject field MUST be encoded inthe same way as it is encoded in the issuer field in all cRLs issued by the subject cRL
issuer.

o Teletexstring, BMPString, and universalstring are included for backward compatibility,
and SHoULD Nor be used for certificates for new subjects.

Digital Certificate lnteroperability Guideline V. 1.4 Page L6



Subjea Public Key tnfo

This field is used to carry the public key and identify the algorithm with which the key is used(e'g', RSA, DSA, or Diffie-Hellman). The algorithm is identified using the Algorithmtdentifier
structure.

Unique ldentifiers

These fields MUST only appear if the version is 2 or 3. The subject and issuer unique identifiers
are present in the certificate to handle the possibility of reuse of subject and/or issuer names
over time.

Extensions

This field MUST only appear if the version is 3.

2.2. CertificateExtensions

The extensions defined for X.509 v3 certificates provide methods for associating additional
attributes with users or public keys and for managing relationships between cAs. The X.509 v3
certificate format also allows communities to define private extensions to carry information
unique to those communities. Each extension in a certificate is designated as either critical or
non-critical' A certificate-using system MUST reject the certificate if it encounters a critical
extension it does not recognize or a critical extension that contains information that it cannot
process' A non-critical extension MAY be ignored if it is not recognized, but MUST be processed
if it is recognized' Each extension includes an olD and an ASN.1 structure. when an extension
appears in a certificate, the olD appears as the field extnlD and the corresponding ASN.1 DER
encoded structure is the value of the octet string extnvalue. A certificate MUST Nor include
more than one instance of a particular extension.

conforming cAs MUST support key identifiers, basic constraints, key usage, and certificate
policies extensions.

At a minimum, applications conforming to this profile MUST recognize the following extensions:
key usage, certificate policies, subiect alternative name, basic constraints, name constraints,
policy constraints, extended key usage, and inhibit anypolicy.

2.2. 1 Standard Extension

Authority Key ldentifier

The authority key identifier extension provides a means of identifying the public key
corresponding to the private key used to sign a certificate. The identification MAy be based on
either the key identifier (the subject key identifier in the issuer's certificate) or the issuer name
and serial number.

Subject Key ldentffier

Digital Certificate ln ability Guideline V. 1.4 Page 1,7
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--e subject key identifier extension provides a means of identifying certificates that contain a
:3rticular public key. To facilitate certification path construction, this extension MUSTappear ina conforming cA certificates, that is, all certificates including the basic constraints extension
5ection 4'2.1'.9) where the value of cA is TRUE. ln conforming CA certificates, the value of the

i'3Ject key identifier MUST be the value placed in the key identifier field of the authority key
:entifier extension (Section 4.2.t.D of certificates issued by the subject of this certificate.
lrolications are not required to verify that key identifiers match when performing certification
:ath validation. For CA certificates, subject key identifiers SHoULD be derived from the public
.iey or a method that generates unique values.

Ke1'Lrsage

The key usage extension defines the purpose (e.g., encipherment, signature, certificate signing)
of the key contained in the certificate. The usage restriction might be employed when a key
:hat could be used for more than one operation is to be restricted.

KeyUsage ::= BIT STRTNG {
digitalSignature (0),
nonRepudiation (1), -- recent editions of X.509 have
-- renamed this bit to contentCommitment
keyEncipherment (2),
dataEncipherment (3),

keyAgreement (4),

keyCertSign (5),

cRLSien (5),

encipherOnly (7),
decipherOnlV (8) l

CertiJicate Policies

The certificate policies extension contains a sequence of one or more policy information terms,
each of which consists of an object identifier (olD) and optional qualifiers. optional qualifiers,
which MAY be present, are not expected to change the definition of the policy. A certificate
policy OID MUST NOT appear more than once in a certificate policies extension.

Policy Mappings

This extension is used in CA certificates. lt lists one or more pairs of OlDs; each pair includes an
issuerDomainPolicy and a subjectDomainPolicy. The pairing indicates the issuing CA considers
its issuerDomainPolicy equivalent to the subject cA,s subjectDomainpolicy.

The policy mapping defines the list of policies associated with the subject CA that may be
accepted as comparable to the issuerDomainpolicy,

S ubject Alternative Name

Digital Certificate lnteroperability Guideline V. 1.4 Page 18
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The subject alternative name extension allows identities to be bound to the subject of the

certificate. These identities may be included in addition to or in place of the identity in the

subject field of the certificate. Defined options include an lnternet electronic mail address, a

DNS name, an lP address, and a Uniform Resource ldentifier (URl). Other options exist,

including completely local definitions. Multiple name forms, and multiple instances of each

name form, MAY be included.

Because the subject alternative name is considered to be definitively bound to the public key,

all parts of the subject alternative name MUST be verified. by the CA.

lf the subject field contains an empty sequence, then the issuing CA MUST include a

subjectAltName extension that is marked as critical, When including the subjectAltName

extension in a certificate that has a non-empty subject distinguished name, conforming CAs

SHOULD mark the subjectAltName extension as non-critical.

Issuer Alternative Name

This extension is used to associate lnternet style identities with the certificate issuer. lssuer

alternative names are not processed as part of the certification path validation algorithm. (That

is, issuer alternative names are not used in name chaining and name constraints are not

enforced,). Where present, conforming CAs SHOULD mark this extension as noncritical.

S u bj ect D i recto ry Attrib utes

The subject directory attributes extension is used to convey identification attributes (e.g.,

nationality) of the subject. The extension is defined as a sequence of one or more attributes.

Conforming CAs MUST mark this extension as non-critical.

Basic Constraints

The basic constraints extension identifies whether the subject of the certificate is a CA and the

maximum depth of valid certification paths that include this certificate.

Conforming CAs MUST include this extension in all CA certificates that contain public keys used

to validate digital signatures on certificates and MUST mark the extension as critical in such

certificates. This extension MAY appear as a critical or noncritical extension in CA certificates

that contain public keys used exclusively for purposes other than validating digital signatures on

certificates.

BasicConstraints ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL)

Nume Constraints

Digital Certificate lnteroperability Guideline V. 1.4 Page L9
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The name constraints extension, which MUST be used only in a CA certificate, indicates a name
space within which all subject names in subsequent certificates in a certification path MUST be
located' Restrictions apply to the subject distinguished name and apply to subject alternative
names' Restrictions apply only when the specified name form is present. lf no name of the type
is in the certificate, the certificate is acceptable.

Name constraints are not applied to self-issued certificates (unless the certificate is the
certificate in the path).

Conforming CAs MUST mark this extension as criticbl and sHoULD NoT impose name
constraints on the x4OOAddress, ediPartyName, or registeredlD name forms. Conforming CAs
MUST NoT issue certificates where name constraints is an empty sequence.

Policy Construints

The policy constraints extension can be used in certificates issued to cAs. The policy constraints
extension constrains path validation in two ways. lt can be used to prohibit policy mapping or
require that each certificate in a path contain an acceptable policy identifier.

lf the inhibitPolicyMapping field is present, the value indicates the number of additional
certificates that may appear in the path before policy mapping is no longer permitted.

conforming cAs MUST Nor issue certificates where policy constraints is an empty sequence.
Conforming CAs MUST mark this extension as critical.

Extended Key (Isuge

This extension indicates one or more purposes for which the certified public key may be used,
in addition to or in place of the basic purposes indicated in the key usage extension. ln general,
this extension will appear only in end entity certificates.

Key purposes may be defined by any organization with a need. object identifiers used to
identify key purposes MUST be assigned in accordance with IANA or lrU-T Recommendation.

This extension MAY, at the option of the certificate issuer, be either critical or non-critical.

CRL D istrib utio n Points

The cRL distribution points extension identifies how cRL information is obtained. The extension
sHouLD be non-critical, but this profile RECoMMENDS support for this extension by cAs and
applications.

The cRlDistributionpoints extension is a SEeUENCE of Distributionpoint, A Distributionpoint
consists of three fields, each of which is optional: distributionpoint, reasons, and cRllssuer.

Inhibit unyPolicy

Digital Certificate lnteroperability Guideline V. 1.4
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The inhibit anyPolicy extension can be used in certificates issued to CAs. The inhibit anypolicy
extension indicates that the special anyPolicy OlD, with the value { Z S Zg 32 0 }, is not
considered an explicit match for other certificate policies except when it appears in an
intermediate self-issued CA certificate. The value indicates the number of additional non-self-
issued certificates that may appear in the path before anyPolicy is no longer permitted. For
example, a value of one indicates that anyPolicy may be processed in certificates issued by the
subject of this certificate, but not in additional certificates in the path. Conforming CAs MUST
mark this extension as critical.

Freshest CkL (Delta CRL Distribution Point)

The freshest CRL extension identifies how delta CRL information is obtained. The extension
MUST be marked as non-critical by conforming CAs,

2.2.2 P rivate I nternet Extensio ns

This section defines two extensions for use in the lnternet Public Key lnfrastructure. These
extensions may be used to direct applications to on-line information about the issuer or the
subject' Each extension contains a sequence of access methods and access locations. The
access method is an object identifier that indicates the type of information that is available. The
access location is a GeneralName that implicitly specifies the location and format of the
information and the method for obtaining the information.

A uth o rity I nfo r matio n Acces s

The authority information access extension indicates how to access information and services
for the issuer of the certificate in which the extension appears. lnformation and services may
include on-line validation services and CA policy data, (The location of CRLs is not specified in
this extension; that information is provided by the cRLDistributionpoints extension.) This
extension may be included in end entity or CA certificates. Conforming CAs MUST mark this
extension as non-critical.

Subject Information Access

The subject information access extension indicates how to access information and services for
the subject of the certificate in which the extension appears. When the subject is a CA,
information and services may include certificate validation services and CA policy data. When
the subject is an end entity, the information describes the type of services offered and how to
access them.

2.3. CRL Fields

2.3.1 CertificateList Fields

The CertificateList is a SEQUENCE of three required fields. The fields are described in detail in
the fol lowing subsections.

Digital certificate lnteroperability Guideline V. 1.4 Page21
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tbsCertList

The first field in the sequence is the tbsCertlist. This field is itself a sequence containing the
name of the issuer, issue date, issue date of the next list, the optional list of revoked
certificates, and optional CRL extensions. When there are no revoked certificates, the revoked
certificates list is absent' When one or more certificates are revoked, each entry on the revoked
certificate list is defined by a sequence of user certificate serial number, revocation date, and
optional CRL entry extensions.

signatureAlgorithm

The signatureAlgorithm field contains the algorithm ideniifier for the algorithm used by the CRL
issuer to sign the CertificateList. The field is of type Algorithmtdentifier. [RFC3279], [RFC4055],
and [RFC4491] list supported algorithms for this specification, but other signature algorithms
MAY also be supported. This field MUST contain the same algorithm identifier as the signature
field in the sequence tbsCertList.

signatureVulue

The signatureValue field contains a digital signature computed upon the ASN,j- DER encoded
tbsCertList' The ASN'1 DER encoded tbsCertList is used as the input to the signature function.
This signature value is encoded as a BIT sTRING and included in the CRL signatureValue field.
The details of this process are specified for each of the supported algorithms in [RFC3279],
lRFC4055l, and [RFCa491].

CAs that are also cRL issuers MAY use one private key to digitally sign certificates and CRLs.
Applications that perform CRL checking MUST support certification path validation when
certificates and cRLs are digitally signed with the same cA private key.

2.3.2 Certificate List "To Be Signed"

The certificate list to be signed, or TBSCertList, is a sequence of required and optional fields.
The required fields identify the cRL issuer, the algorithm used to sign the CRL, and the date and
time the CRL was issued' This profile requires conforming CRL issuers to include the nextUpdate
field and the CRL number and authority key identifier CRL extensions in all CRLs issued.

Version

This optional field describes the version of the encoded CRL. When extensions are used, as
required by this profile, this field MUST be present and MUST specify version 2 (the integer
value is 1-),

Signuture

This field contains the algorithm identifier for the algorithm used to sign the CRL. IRFC3279],
[RFc4055], and [RFC4491] list olDs for the most popular signature algorithms used in the
lnternet PKI' This field MUST contain the same algorithm identifier as the signatureAlgorithm
field in the sequence CertificateList.

This Update

I
I
T

I
t
I
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This field indicates the issue date of this CRL. thisUpdate may be encoded as UTCT|me or
GeneralizedTime. CRL issuers conforming to this profile MUST encode thisUpdate as UTCTime
for dates through the year 2049. CRL issuers conforming to this profile MUST encode
thisUpdate as GeneralizedTime for dates in the year 2050 or later. Conforming applications
MUST be able to process dates that are encoded in either UTCTime or GeneralizedTime.

IYext Update

This field indicates the date by which the next CRL will be issued. The next CRL could be issued

before the indicated date, but it will not be issued any later than the indicated date, CRL issuers

SHOULD issue CRLs with a nextUpdate time equalto or latbrthan all previous CRLs. nextUpdate
may be encoded as UTCTime or GeneralizedTime. Conforming CRL issuers MUST include the
nextUpdate field in all CRLs.

Revoked CertiJicates

When there are no revoked certificates, the revoked certificates list MUST be absent.
Otherwise, revoked certificates are listed by their serial numbers. Certificates revoked by the
CA are uniquely identified by the certificate serial number.

Extensions

This field may only appear if the version is 2. lf present, this field is a sequence of one or more
CRL extensions.

2.4. CRL Extensions

Authority Key ldentifier

The authority key identifier extension provides a means of identifying the public key

corresponding to the private key used to sign a CRL. The identification can be based on either
the key identifier (the subject key identifier in the CRL signer's certificate) or the issuer name

and serial number. This extension is especially useful where an issuer has more than one

signing key, either due to multiple concurrent key pairs or due to changeover. Conforming CRL

issuers MUST use the key identifier method, and MUST include this extension in all CRLs issued.

lssuer Alternative Name

The issuer alternative name extension allows additional identities to be associated with the
issuer of the CRL. Defined options include an electronic mail address (rfc822Name), a DNS

name, an lP address, and a URl, Multiple instances of a name form and multiple name forms
may be included. Whenever such identities are used, the issuer alternative name extension
MUST be used. Conforming CRL issuers SHOULD mark the issuerAltName extension as non-
critica L

CRL Number

The CRL number is a non-critical CRL extension that conveys a monotonically increasing
sequence number for a given CRL scope and CRL issuer. This extension allows users to easily
determine when a particular CRL supersedes another CRL. CRL numbers also support the

I
I
I
I
I
I
I
:
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I
I
I
I
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dentification of complementary complete CRLs and delta CRLs. CRL issuers conforming to this
profile MUST include this extension in all CRLs and MUST mark this extension as non-critical.

lf a CRL issuer generates delta CRLs in addition to complete CRLs for a given scope, the
complete cRLs and delta cRLs MUSTshare one numbering sequence.

Delta CRL lndicator

The delta CRL indicator is a critical CRL extension that identifies a CRL as being a delta CRL.
Delta CRLs contain updates to revocation information previously distributed, rather than all the
information that would appear in a complete CRL. The tse of delta CRLs can significantly reduce
network load and processing time in some environments. Delta CRLs are generally smaller than
the CRLs they update, so applications that obtain delta CRLs consume less network bandwidth
than applications that obtain the corresponding complete CRLs. Applications that store
revocation information in a format other than the CRL structure can add new revocation
information to the local database without reprocessing information.

When a conforming CRL issuergenerates a delta CRL, the delta CRL MUST include a critical delta
CRL indicator extension. When a delta CRL is issued, it MUST cover the same set of reasons and
the same set of certificates that were covered by the base cRL it references. A complete cRL
and a delta CRL MAY be combined if the following four conditions are satisfied:

a) The complete CRL and delta CRL have the same issuer.
b) The complete CRL and delta CRL have the same scope. The two CRLs have the same

scope if either of the following conditions are met:
1) The issuingDistributionPoint extension is omitted from both the complete CRL

and the delta CRL.

2) The issuingDistributionPoint extension is present in both the complete CRL and
the delta CRL, and the values for each of the fields in the extensions are the
same in both CRLs.

c) The CRL number of the complete CRL is equal to or greater than the BaseCRLNumber
specified in the delta CRL. That is, the complete CRL contains (at a minimum) all the
revocation information held by the referenced base CRL,

d) ThecRLnumberofthecompletecRLislessthanthecRLnumberofthedeltaCRL,That
is, the delta cRL follows the complete cRL in the numbering sequence.

lssuing Distribution Point

The issuing distribution point is a critical CRL extension that identifies the CRL distribution point
and scope for a particular CRL, and it indicates whether the CRL covers revocation for end entity
certificates only, CA certificates only, attribute certificates only, or a limited set of reason codes.
Although the extension is critical, conforming implementations are not required to support this
extension' However, implementations that do not support this extension MUSTeithertreat the
status of any certificate not listed on this CRL as unknown or locate another CRL that does not
contain any unrecognized critical extensions. lf the distributionPoint field is absent, the CRL
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MUST contain entries for all revoked unexpired certificates issued by the CRL issuer, if any,
within the scope of the CRL. Conforming CRLs issuers MUST NOT issue CRLs where the DER
encoding of the issuing distribution point extension is an empty sequence.

Authority lnformation Access

This section defines the use of the Authority Information Access extension in a cRL. The syntax
and semantics defined in Section 4.2.2.l-for the certificate extension are also used for the CRL
extension. This cRL extension MUST be marked as non-critical.

Reason Code

The reasonCode is a non-critical CRL entry extension that identifies the reason for the
certificate revocation' cRL issuers are strongly encouraged to include meaningful reason codes
in CRL entries; however, the reason code CRL entry extension SHoULD be absent instead of
using the unspecified (0) reasonCode value.

lnvalidity Date

The invalidity date is a non-critical CRL entry extension that provides the date on which it is
known or suspected that the private key was compromised or that the certificate otherwise
became invalid. This date may be earlier than the revocation date in the cRL entry, which is the
date at which the CA processed the revocation. When a revocation is first posted by a CRL
issuer in a cRL, the invalidity date may precede the date of issue of earlier cRLs, but the
revocation date SHOULD NOT precede the date of issue of earlier CRLs. Whenever this
information is available, CRL issuers are strongly encouraged to share it with CRL users.

Certificate lssuer

This CRL entry extension identifies the certificate issuer associated with an entry in an indirect
CRL, that is, a CRL that has the indirectCRL indicator set in its issuing distribution point
extension. when present, the certificate issuer cRL entry extension includes one or more
names from the issuer field and/or issuer alternative name extension of the certificate that
corresponds to the CRL entry. lf this extension is not present on the first entry in an indirect
CRL, the certificate issuer defaults to the CRL issuer.

conforming cRL issuers MUST include in this extension the distinguished name (DN) from the
issuerfield of the certificate that corresponds to this CRL entry. The encoding of the DN MUsr
be identical to the encoding used in the certificate. CRL issuers MUST mark this extension as
critical since an implementation that ignored this extension could not correctly attribute cRL
entries to certificates. This specification RECoMMENDS that implementations recognize this
extension.

Certificate Profile

There are various types of certificate. For Bangladesh PKl, those are mainly: Root CA Certificate,
CA Certificates, and End Entity Certificates. Before defining each certificate profile, the
Guideline specifies the format of the digital certificate and classifies each of the
fields/extensions as follows :

I
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Mandatory -These fields or extensions are mandated by the CCA and MUST be present in the
certificates issued by the Certifying Authorities. Additionally the content of the fields MUST be
as per the guidance provided in this document.

Optional - The CA may use this field at its discretion. However, in case the field is being used,
the applicable guidance or the compliance standards specified MUST be adhered to.

Special Purpose - These fields may be used only in certain circumstances" ln all such cases,

additional guidance will be provided by the CCA Customizable - Customizable fields are non
standard extensions notified by CCA which may have iriierpretations depending upon usage /
a pplication / ind ustry.

Not used - These fields or extensions are NOT to be included or used in Digital Certificates
unless notified by CCA regarding the usage and format.

Reserved for Future Use - These extensions are reserved by CCA for use in the future and
additionalguidance is expected from CCA before these can be utilized in the Digital Certificates.
Until such time CA MUST NOT use these fields / extensions.

The following specification also provides guidance on other important aspects of the field
including the length, data type and mandated values. The certifying authorities must issue

certificates in accordance with the guidance provided in this documents.

3.1. Root CA Certificate Profile

The ROOT CA's self-signed certificate is used for signing subordinate CA certificates and cross
certificate. The ROOT CA certificate will be used to provide the public key of the trust anchor
and the initial information of the certificate path processing.

3.1.L Basic Fields

t

t
I
t
t
I

SL FIELD NOTE

1. version
(Mandatory)

Since extension field appears in this profile, the value
MUST be set to 2 (v3).

2. serialN umber (Ma ndatory) Unique integer. Up to 20 octets.
3. Signature (Mandatory) L2.840.11.3549.1..L.11 S H 42 56 w it h RSA Enc ryptio n
4. issuer (Mandatory) X.500 DN, For details about attribute values, see

Appendix-G on page 39
5. Validity

(Mandatory)
UTCTIME

6. subject
(Mandatory)

X.500 DN. And see issuer. for Root CA subject and issuer
is same

7 su bjectPu blicKeylnfo
(Mandatory)

1.2.840.1.1.35 49.L.t.L ( rsa E n c rypt i o n )

For Root CA: 2,048 bit
B. issuerUniquelD
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st FIELD NOTE

(not used)

9. subjectU nique lD

(not used)

10. Signatu reAlgorithm
(mandatory)

1.2.840.L13549.1.1.11 SHA256 with RSA Encryption

1L. signatureValue
(Mandatory)

Encoded as Bit string
Must contain the signature in accordance with the

algorithm. For RSA, this is the value generated by hashing

the certificate, then padding, and then performing the

RSA private key operation.

3.1.2 Certificate Extension Field

keyldentifier (Mandatory): The hash value of lssuer's

public key.

authorityCertlssuer (optiona l) : D N

authCertSerialNumber (optional): I NTEG ER

When AuthCertlssuer is used, AuthCertSerialNum must

be set as well and vice versa.

a uthorityKeyl dentifie r
(Mandatory, non-critical)

For Root Certificate it'll be the hash value of

subject/issuer public key, since subject & issuer is same

for Root certificate.

The keyldentifier is composed of the 160-bit SHA-1 hash

of the value of the BIT STRING subjectPublicKey

(excluding the tag, length, and number of unused bits).

su bjectKeyldentifier
(Mandatory, non-critical)

For CA Certificates, the following key usage MUST be

asserted
A cRLSign

keyUsage
(Mandatory, critical)

extKevUsage (not used)

private KeyUsage Period

(not used)
certPolicylD should be denoted with OlD, lA5String' Root

CA Bangladesh will not use this field in its certificate' This

field is a mandatory field for CA certificate and subscriber

ce rtificate.

certificatePolicies
(Optional, critical)

policyMappings (not used

lf the PKI domain wants to include Electronic mail, DNS

Name or URI in the certificate, this field will be used. The

values shall be encoded as lA5Str

subjectAltName
(optional, non-critica l)

Digital Certificate lnteroperability Guideline V. 1'4
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3.2, CA Certificate Profile

The CA certificate is a certificate, issued by the Root CA. lt has also two fields:

3.2.1 Certificate Basic field

SL FIELD NOTE

9. issuerAltName
(not used)

10. s u bj ect D i rectryAttri b utes
(not used)

11_. basicConstraints
(Mandatory, critical)

cA=TRUE (Boolean)
pathLenConstraint=optional (l NTEG ER)

12. nameConstraints
(not used)

1-3. policyConstraints
(not used)

14. cRLDistributionPoints
(Optiona l, non-critical)

LDAP or HTTP or both can be used.

lda p://hostna me [:po rtnu mber]/d n?attr[; bina ry]
(e.g.,<lda p ://lda p.exa m ple.com/cn=exam ple%20CA,dc=ex

a m ple,dc=com ?certificate Revocation List;bina ry>)

http://<URl>/CRLname.crl (as per RFC 2585)

L5. inhibitAnyPolicy (not used)

L6, freshestCRL (not used)

3.1..3 Private lnternet Extension

SL FIETD NOTE

1 Authority lnformation Access

(Optiona l, non-critica l)

lf the PKI domain uses OCSP, this field will be used.

2 Subject lnformation Access
(not used)

SL FIELD NOTE

L version
(Mandatory)

Since extension field appears in this profile, the value

MUST be set to 2 (v3).

2 serialN umber (Mandatory) Unique integer. Up to 20 octets.

3 Signature (Mandatory) 1.2.840.LL35 49.t.L.Il S HA2 56 w ith RSA E nc ryptio n

4 tssuer
(Mandatorv)

X.500 DN. For details about attribute values, see

Appendix-G

5 Validity
(Mandatory)

UTCTIME

6 subject
(Mandatory)

X.500 DN. And see Appendix-G.

7 su biectPu blicKeylnfo 1..2.84O.1.L3549.L.L.1 ( rsa E ncrypti on )
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5L FIELD NOTE

(Mandatorv) For CA: 2,048 bits

I issuerUniquelD
(not used)

9 su bjectU niq ue lD
(not used)

10 SignatureAlgorithm
(mandatorv)

1.2.840.113549.1.1.11 SHA256 with RSA Encryption

11 signatureValue
(Mandatory)

Encoded as Bit string
Must contain the signature in accordance with the

algorithm. For RSA, this is the value generated by hashing

the certificate, th6n padding, and then performing the
RSA private key operation.

3.2.2 Certificate Extension field

It must be verified of a policy by the case of non-critical as well as the case of critical.

s,L. FIELD NOTE

1. a uthorityKeyl dentifie r

(Mandatory, non-critical)
keyldentifier (Mandatory): The hash value of lssuer's
pubic key.

authorityCertlssuer (optiona l) : D N

authCertSerialNum (optional): I NTEG ER

When AuthCertlssuer is used, AuthCertSerialNum must be

set as well. Vice versa.

2. subjectKeyldentifier
(Mandatory, non-critical)

The value of the subjectKeyldentifier MUST be the value
placed in the keyldentifier field of the
authorityKeyldentifier extension of certificate issued by

the subject of this certificate.

The keyldentifier is composed of the 160-bit SHA-1 hash

of the value of the BIT STRING subjectPublicKey
(excluding the tag, length, and number of unused bits).

3. keyUsage (Mandatory,
critica l)

keyCertSign, cRLSign

4. extKeyUsage (not used)

5, private KeyUsage Period
(not used)

6. certificatePolicies
(Mandatory, ether critical or
non-critical 1)

certPolicylD MUST be present. And should be denoted
with OlD, lA5String

7. policyMappings
(Not used)

Digital Certificate lnteroperability Guideline V. 1.4 Page29

I



I
t
t
t
I
t
I
I
I
t
:

t
I
I

3.3. 5ub-CA Certificate profile

The Sub-CA certificate is a certificate, issued by the CA,
profile:

3.3.L Certificate Basic field

It has also two fields like CA certificate

5r- FIEI.D NOTE
B. subjectAltName

(optional, non-critica l)

tI tne PKI domain wants to include Electronic mail, DNS
Name or URI in the certificate, this field will be used. The
values shall be encoded as lA5String.

9. issuerAltName
(optional, non-critica l)

rr the pKt domain wants to include Electronic mail, DNS
Name or URI in the certificate, this field will be used. The
values shall be encoded as lA5String. Where present, the
value will be same as subject alternative name of the
issuer of the certificate.

10. su bjectDirectryAttributes
(not used)

1.L. basicConstraints
(Mandatory, critical)

CA= I KUT

path LenConstraint=optiona I (l NTEG ER)
t2. nameConstraints

(not used)
13. policyConstraints (not used)
14. cRLDistribution Points

(Mandatory, non-critical)
LDAP or HTTP or both can be used.
lda p://hostna me [:po rtn u m ber]/d n?attr[; bina ry]
(e. g.,<lda p://lda p.exa m ple, com/cn=exa mp le%2OCA,dc=ex
a m ple,dc=com ?certificate Revocation List;bina ry>)

http://<URl>/CRLname.crl (as per RFC 2585)
cA certificate will carry the cRL of Root cA as its cRL

lf the PKI domain uses OCSp, this field will be used.

15. a uthoritylnfoAccess
(optional)

L6. inhibitAnyPolicy (not used)
17. freshestCRL (optiona l)

18. su bjectl nfoAccessSyntax

lnot used)

SL FIELD NOTE
I verston

(Mandatory)
5rnce extension field appears in this profile, the value
IVll.DT be set to 2 (v3).

2 serialN umber (Ma ndatory) unrque tnteger, Up to 20 octets.
1'.2.840.LL35 49.1,.L.I1 S HA2 56 w it h R SA Fnr *ni3 Signature (Mandatory)

4 issuer
(Mandatory)

x.5uu DN ot rssuing cA. For detairs about attribute values,
see Appendix-G
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Validity
(Mandato

X,500 DN. And see APPendix-G'
su bject
Mandat

rZg+0. f f S549' 1' 1' l- (rsaEncryption)

For sub-CA: 2,048 bits
su bjectPu blicKeYlnfo

issuerUniquelD

subjectUniquelD

f:S+0.ffg549.1.1,.11 SHA256 with RSA Encryption
Signatu reAlgorithm

Encoded as Bit string
Must contain the signature in accordance with the

algorithm. For RSA, this is the value generated by hashing

the certificate, then padding, and then performing the

RSA private keY oPeration.

signatureValue
(Mandatory)

3.3.2 Certificate Extension field

k"yld"tttifi* (M*datory): The hash value of lssuer's

pubic key.

authorityCertlssuer (optional) : DN

auth€ertSerialNum (optional): INTEG ER

When AuthCertlssuer is used, AuthCertSerialNum must be

set as well. Vice versa'

a uthorityKeYl dentifie r

(Mandatory, non-critical)

Th" 
".1|.* "f 

th.nbJectKeyldentifier MusT be the value

placed in the keyldentifier field of the

authorityKeyldentifierextensionofcertificateissuedby
the subject of this certificate.

The keyldentifier is composed of the 160-bit SHA-I- hash

ofthevalueoftheBlTSTR|NGsubjectPublicKey
excluding the tag, length, and n@

su bjectKeYldentifier
(MandatorY, non-critical)

keyCertSign, cRLSignkeyUsage (MandatorY,

critica l)

extKevUsage (not used)

private KeyUsage Period

*,t..f.*t"P"l."iesofSub-CAshallbewithintheissuing
CAs certificate policy. ln case of Sub-CA is a Class' CA shall

certificate Policies

(Mandatory, ether critical or
I
I
I
I
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sL FIELD NOTE

non-criticalz) use the OID value notified in the website of CCA.

certPolicylD MUST be present. And shall be denoted with
OlD, lA5String

7. policyMappings
(Not used)

8. subjectAltName
(optional, non-critica l)

lf the PKI domain wants to include Electronic mail, DNS

Name or URI in the certificate, this field will be used. The

values shall be encoded as lA5String.

9. issuerAltName
(optional, non-critica l)

lf the PKI domain wants to include Electronic mail, DNS

Name or URI in the certificate, this field will be used' The

values shall be encoded as lA5String. Where present, the

value will be same as subject alternative name of the

issuer of the certificate.

10. s u bject D i rect ryAttri butes
(not used)

1L. basicConstrai nts
(Mandatory, critical)

cA=TRUE
pat h Le n Constra i nt=o ptio n a I ( I NTEG r n) t !lqry!!{{

L2. nameConstraints
(not used)

1_3. policyConstraints (not used)

L4. cRLDistributionPoints
(Mandatory, non-critical)

LDAP or HTTP or both can be used.

lda p://hostna me [:portn u m ber]/d n ?attr[; bina ry]

(e.g.,<ldap://ldap.example.com/cn=example%20CA,dc=ex

a m ple,dc=com?certificateRevocation List; b ina ry>)

http://<URl>/CRLname.crl (as per RFC 2585)

15. a uthoritylnfoAccess
(optional)

lf the PKI domain uses OCSP, this field will be used.

16. inhibitAnvPolicy (not used)

L7. freshestCRL (optiona l)

18. subjectl nfoAccessSyntax
(not used)

I
t
I
I
t
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3.4. End Entity Certificate

End entity certificate profiles are stated in the following sub-sections.

the basic fields are same. The extensions are different depending

certificate. The keyUsage field is to define the usage of a certificate'

2 lt must be verified of a policV bV the case of non-critical as well as the case of critical.

ln every EE certificate,

on the usage of the
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3.4.1Common EE Profile

Certificate Basic field

s.||lce .-t"*.r"l"ld appears in this profile, the value

MUST be set to 2 (v3)'Mandat
Unique integer' UP ts?q ictett

serialN umber (MandatorY
fttl4lO ltZS+g' 1' 1-. 1-1 SHA256 w ith RSA Encryptio n

Signature (MandatorY)
X500 Dftl. F"r details about attribute values' see

ix-G on page 39
issuer
(MandatorY)

UTCTIMEValidity
(MandatorY)

X.500 DN. And see issuer.subject

t*Zg+O.ttZs 49.L'1.'L ( rsa E ncrypti on )

For end user: 2048 bit
su bjectPu blicKeYlnfo
(Manda

issuerUniquelD
(not used)

subjectUniquelD

t ZA+O.ttZs4g.I.t.!I S HA256 w ith RSA Enc ryptio n
Signatu reAlgorithm
(mandatory)

Encoded as Bit string

Must contain the signature in accordance with the

algorithm. For RSA, this is the value generated by hashing

the certificate, then padding, and then performing the

RSA orivate kev oPeration'

signatureValue
(MandatorY)

Certificate Extension field

Cyld$n*tdtttty): The hash value of lssuer's public key'

authorityCertlssuer(optional) : D N

authCertSerialN um(optional) : I NTEG ER

When AuthCertlssuer is used, AuthCertSerialNum must be

set as well. Vice versa'

a uthorityKeYldentifie r

(Mandatory, non-critical)

For end ent'lty c€rtificates, subject key identifiers SHOULD

be derived from the Public keY.

The keyldentifier is composed of the 1-60-bit SHA-1 hash

ofthevalueoftheBlTSTR|NGsubjectPublicKey
excluding the tag, l.ngth, und nutbtt of un"

subjectKeyldentifier
(MandatorY, non-critical)

disita lsignatu re, nonReP udl4!en

l
I
I
I
I
I
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extKeyUsage
(optional, Special purpose)

It will be required for OCSp, SSt, "t.@any or multiple of the following parameters:
id-kp-serverAuth OBJECT tDENT|FtER ::= { id_kp t }
id-kp-clientAuth OBJECT tDENT|FtER ::= { id_kp 2 }
id-kp-codeSigning OBJECT tDENT|FtER ::= { id_kp 3 }
id-kp-emailProtection OBJECT tDENTIFtER ::= { id_kp 4 }
id-kp-timeStamping OBJECT IDENT|FtER ::= { id_kp 8 }
id-kp-OCSpSigning bBJECT tDENT|FtER ::= { id_kp 9

privateKeyUsage period

certificatePolicies
(Mandatory, ether critical or
non-critical3)

ceftPolicytD MUST be present. And rrrouro ne oenoteo
with OlD, lA5String.
Depending on the Class of the Certificate corresponding
OID (notified in CCA website)shall be used.

policyMappings (not used)

subjectAltName
(optional, non-critica l)

lf the PKI domain wants to include El".tdi. ,.i|, DNS
Name or URI or etc in the certificate, this field will be
used. The field SubjectAltName can be any of the
following values:

otherName [0]
rfc822Name [L]
dNSName [2]
x400Address [3]
directoryName [4]
ediPartyName [5]
uniform Resou rce ldentifier [6]
iPAddress [7]

OtherName
lA5String
lA5String
ORAddress

Name

EDlPartyName
lA5String
OCTET STRING

OBJECT IDENTIFIER
issuerAltName
(optional, non-critica l)

tf the PKt domain wants to incrudeffi
Name or URI in the certificate, this field will be used. The
values shall be encoded as lA5String. Where present, the
value will be same as subject alternative name of the
issuer of the certificate.

su bjectD irectryAttri butes
(not used)

basicConstraints
(optional, critical

It must be verified of a poricy by the case of non-criticar as weil as the case of criticar.



SL FIELD NOTE

12 nameConstraints (not used)

13 policyConstraints (not used)

1,4 cRLDistribution Poi nts
(Mandatory, non-critical)

LDAP or HTTP or both can be used.

lda p://hostna me [:po rtn u mber]/d n?attr[; bina ry]

(e.g.,<lda p://lda p.exa m ple. com/cn=exa mple%20CA,dc=ex

a mple,dc=com?certificateRevocation List;b i na ry>)

http://<URI>/CRLname.crl (as per RFC 2lg!I---
15 authoritylnfoAccess

(not used)

lf the PKI domain uses OCSP, this field will be used.

16 inhibitAnyPolicy (not used)

17 freshestCRL (not used)

18 subjectl nfoAccessSYntax
(not used)

3.4.2 ldentification Certificate

Certificate Extension field

3.4.3 Secure E-Mail Certificate

Certificate Extension field

3.4.4 Encryption Certificate

Certificate Extension field

keyUsage (MandatorY, critica l) keyEncipherment

subjectAltName
(Mandatory, non-critical)

Electronic mail address in the certificate

il
il

+

t
t
I
I
I
I
l
I
I
I
I
l
;

T

I
l
I

kevUsage (MandatorY, critica l) dieitalSienature, nonRepudiation and keyEncipherment

subjectAltName
(Mandatory, non-critical)

lf the PKI shall include Electronic mail address in the

certificate and the values shall be encoded as lA5String

3.4.5 SSL Certificate Profile

sl. Field Note

1.

Version
(Mandatory)

The mandated value is 2. (i.e., The certificate must be

inaversion3format)

2.

Serial Number
(Mandatory)

Positive number of maximum Length 20 bytes and

unique to each certificate issued by a CA'

3.

lssuer Signature Algorithm
(Mandatory)

SHA256 with RSA Encryption (null parameters)
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sl. Fieid Note

4.

lssuer Distinguished Name
(Mandatory)

Must be same as Subject DN of the issuing CA

5.

Validity Period
(Mandatory)

Validity expressed in UTC Time for certificates valid
through 2049

5.

Subject Distinguished Name
(Mandatory)

Common Name (CN)

Fully Qualified Domain Name(FQDN)

Optional Attributbs
State / Province

State / province for verified Office address
Organisation Unit(OU)
Department / Division to which the individual belongs
within his organisation
Organisation (O)

Legal Name of the organisation the person belongs to
Country (C)

Country code as per the verified Office address

7.

Subject Public Key lnformation
(Mandatory)

rsaEncryption, minimum 2048 RSA Key modulus, public
exponent

8,

lssuer's Signature
(Mandatory)

sha256WithRSAEncryption {1_ 2 B4O tI3S49 L 1. fiI
(null parameters)

9.

Signature Value
(Mandatory)

lssuer CA's signature

1_0.

Authority Key ldentifier
(Mandatory, Not Critical)

lssuing CA Subjectkeylndetifier

1J.
Subject Key ldentifier
(Mandatory, Not Critical)

Octet String of unique value associated with the public

key

L2,

Key Usage
(Mandatory, Critical)

Key Encipherment and Digital Signature

13.

Certificate Policies
(Mandatory, Not Critica l)

The value must contain the OID representing the CCA
certificate policy the certificate is valid for; and all the
lower level certificate polices.

L4.
Subject Alternative Name
(Mandatory, Not Critical)

Subject Alternative Name :

E dnsName(s) for the server(s) / web page as an lA5
string
EIP addresses of the server as a printable string in
"network byte order", as specified in RFC791 for lpv4
and RFC 2460 for lPv6
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sl. Field Note

L5,

Extended Key Usage

(Optional, Not Critical)

lf present, extended key usage shall include

E id-kp-serverAuth {1 3 6 1 5 5 7 3 1}

E id-kp-clientAuth {L 3 6 1'5 57 3 2I

L6.

CRL Distribution Points
(Mandatory, Not Critical)

DistributionPointName MUST be set and MUST contain

a complete HTTP URI pointing to a DER encoded full

and complete CRL for all reasons'

DistributionPointName shall contain the fullName and

thus sha I I not contain na meRelativeToCRllssuer

Reasons and cRLlssuer fields shall be absent'

3.4.6 OCSP Responder Certificate Profile

5[ Field Note

1.

Version
(Mandatory)

The mandated value is 2. (i.e., The certificate must be in a

version 3 format)

2.

Serial Number
{Mandatorv)

Positive number of maximum Length 20 bytes and unique

to each certificate issued bY a CA.

3.

lssuer Signature Algorithm
(Mandatorv)

SHA256withRSAEncryption (null parameters)

4,

lssuer Distinguished Name
(Mandatory)

Must be same as Subject DN of the lssuing CA

5,

Validity Period
(Mandatory)

Validity expressed in UTC Time for certificates valid

through 2049

6.

Subject Distinguished Name

(Mandatory)
Common Name (CN) <OCSP Responder Name>

Organisational UnitOCSPResponder
(ou)
Organisation (O) Legal Name of the OCSP

Organization

Country (C) Country code as per the verified
office address

7,

Subject Public KeY

lnformation (Mandatory)
rsaEncryption,2O4B RSA Key modulus, public exponent

8.

lssuer's Signature
(Mandatory)

sha256 WithRSAEncryption {1'2 840 LL3549 1 1 11} (null

parameters)

9. Signature Value
(Mandatory)

lssuer CA"s signature

L0. Authority Key ldentifier
(Mandatory, Not Critical)

lssuing CA SubjectkeYl ndetifier

1.L. Subject Key ldentifier
(Mandatorv, Not Critical)

Octet String of unique value associated with the Public

kev

L2, Key Usage
(Mandatorv, Critical)

DigitalSignatu re
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sl. Field Note , =Tl-Tl'I:
The value
certificate policy the certificate is valid for; and alr the
lower level certificate polices.

13. Certificate Policies
(Mandatory, Not Critical)

74. Extended Key Usage
(Mandatory, Critical)

rd-Kp-OCSPSigning {1 3 6 j. 5 5 7 3 9}

1,5. CRL Distribution points
(Optional, Not Critical)

rvrust be present it no-check extension is absent.

Must be absent if no-check extension is present.

DistributionPointN.ame MUST be set and MUST contain a
completeHTTP uRr pointing to a DER encoded partitioned
cRL for allreasons. DistributionpointName shall contain
the fullName and thusshall not contain
na m e Re lat iveToC R Llss ue r

16. Authority lnformation
Access
(Mandatory, Not Critical)

lne id-ad-ca lssuers orD MUST point to certificates issued
to the cA issuing the certificate containing this field. The
OID should specify a HTTp URt which points to a single
DER encoded certificate or a collection of DER encoded
certificates in a BER or DER encoded "certs_only" CMS
message as specified in [RFC3g52].

3.4.7 System Certificate profile

Valub
Version
(Mandat

The mandated value is 2. (i.e., the certific.te r*rst b.
inaversion3format

Serial Number Positive number of maximum Length ZO Oytes anU
unique to each certificate issued bv a CA.

lssuer Signature Algorithm
(Mandatory)

SHA256 with RSA Encryption (null parametert

lssuer Distinguished Name
(Mandatory)

Must be same as Subject DN of the issuing CA

Validity Period Validity expressed in UTC Time for certificates varid

Subject Distinguished Name
(Mandatory)

The CN in the Subject NameMUST contain eitherr lP Address of the system as a printable string in
"network byte order", as specified in RFC791for lpv4
and RFC 2460 for tpv6

r MAC Address of primary network interface as a
printable string

r Serial number (CpU or any electronically verifiable
serial number) as a printable string

o Unique lD as a printable stri

Digital Certificate lnteroperability Guideline V. 1.4 .1
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sl.

7.

L

L

I

I ro.

Field Value

Subject Public KeY lnformation
(Mandatory)

rsaEncryption, with minimum 2048 RSA Key modulus,

public exponent

lssuer"s Signature
(Mandatory)

rh'rZSO WithRSAEncryption i1 2 84O 113549 1 L 11)

(null parameters)

Signature Value
(MandatorY)

lssuer CA"s signature

Authority Key ldentifier
(Mandatorv, Not Critical)

lssuing CA SubjectkeYlndetifier

11.

Subject Key ldentifier
(Mandatory, Not Critical)

O.tet Stting of unique value associated with the Public

kev

L2.

Key Usage

(Mandatory, Critical)

Key Encipherment and Digital Signature

13,

Certificate Policies
(Mandatory, Not Critical)

The value must contain the OID representing the CCA

certificate policy the certificate is valid for; and all the

lower level certificate Polices.

t4. Subject Alternative Name

(Mandatory, Not Critical)

The CN in the Subject Name MUST contain either

EIP Address of the system as a octet string in "network

byte order", as specified in RFC791 for lPv4 and RFC

2460 for lPv6

E dnsName in lA5String format

15.

Extended Key Usage

(Optional, Not Critical)

lf present, extended key usage shall include

E id-kp-serverAuth {1- 3 6 L 5 5 7 3 1}

E id-kp-clientAuth t1 3 6 t 5 57 3 2\

L6.

CRL Distribution Points
(Mandatory, Not Critical)

DistributionPointName MUST be set and MUST contain

a complete HTTP URI pointing to a DER encoded full

and complete CRL for all reasons'

DistributionPointName shall contain the fullName and

thus shall not contain nameRelativeToCRLlssuer

reasons and cRLlssuer fields shall be absent.

3.5. ARL/CRL Profile

Authority Revocation List (ARL) and Certificate Revocation List (CRL) are used to check whether

a certificate in the certification path has not been revoked or not. This profile distinguishes the

ARL and cRL in order for the cA to customize their revocation policy. This design policy suggests

that the IWG profile accepts the CA revocation information in the CRL, which primarily includes

the EE revocation information. ln addition, the profile of this guideline accepts the

separate/multiple CRL distribution policy based on the revocation reasons and serial number,

for instance. This is up to the decision of the cA issuing policy. The application should handle

the revocation policY of the CA.
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I

ARL/CRL Basic field

SL ",,.,ii,.". FlFLD NOT.E
L Version (Mandatory) Since extension field appears in this profile, the value

MUST be set to 1 (v2).
2 signature (Mandatory) 1,.2.840.1,L3549. 1. 1. 1 1 S HA256 w ith RSA Enc rvptio n
3 issuer (Mandatory) X.500 DN. For details about attribute values, see

Appendix-G on page 39
4 thisUpdate (Mandatory) UTCTIME
5 nextUpdate (Mandatorv) UTCTIME

6 revokedCertificates
(Mandatorv)

Certificate Serial Number and revocation date in
GeneralizedTime

ARL/CRL EntryExtensions

SL FIELD ,;:.,,.,.,,., NO[E:
1 ReasonCode

(Mandatory, non-critical)
Value of this field may be any/all given below:
unspecified (0),

keyCompromise (1),

cACompromise (2),

affiliationChanged (3),

superseded (4),

cessationOfOperatio n (5),

certificateHold (6),

removeFromCRL (8),
privi legeWithd rawn (9),

aACompromise (10)
2 hold lnstructionCode

(not used)

3 invalidityDate
(optional, non-critica l)

GeneralizedTime

4 Certificatelssuer (not used)

ARL/CRL Extensions

SE FIEED frtditE,,,t-,;:,:'::1i;:tt

L
authorityKeyl dentifie r
(Mandatory, non-critical)

keyld(Mandatory): The hash value of lssuer's pubic key
(sHAl_ 160bit).
authorityCertlssuer(optional) : D N

a uthCertSerialNum(optiona l) : I NTEG ER

When AuthCertlssuer is used, AuthCertSerialNum must be
set as well. Vice versa.

2
issuerAltName {not-used)

3
cRLNumber
(Mandatory, non-critical)

unique integer. up to 20 octets.
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4

FIELD NOTE

deltaCRLlndicator
(optional, critical)

tf if,e pft domain wants to use dCRL, this field will be used.

5
issuingDistribution Point

6
freshestCRL
(optional, non-critical)

lf the PKI domain wants to use dcRL, this lleld wlll oe useo.

7
crlscope (not-used)
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G. Appendlx-!: Convention & $pecifieation

1. Naming convention

ln order to standardize the naming for the CAs and sub-CAs, the following guideline is to be

adopted for determining the "Common Name" (CN)for CAs and Sub-CAs.

Each Relative Distinguished Name (RDN) shall contain a single attribute type and associated

value, Attribute values shall be encoded as specified below:

2. Specifications for lssuer and Subject DN

The summary of issuer and subject fields are presented in the table below. Note that the

attributes are presented in a reverse orderthan that ofa directory structure.

; J,ilv',
''

ffii*s.{CIiryol[.ffi#$}
Certifying
Authority

"Certifying Authority Name" CA "YYYY" XYZ CA 2013

Sub-CA "Certifying Authority Name" sub-CA for
"Branding Name"

XYZ Sub CA for lncome Tax

XYZ Sub CA for Class 2 Certificate

l :;$L+NO Attiib,rltelvpe tr'ib. u tgve hei Encding
L Countrv Printable Strine

z Orsanisation Printable Strins

3 Orsanisation Unit Printable String

4 Post Code Printable Strine

5 State/Province (Not applicable for Root

CA and CA certificate profile)
Printable String

6 Street Address Printable Strine

7 House ldentifier Printable Strine

8 Common Name Printable Strins

9 Serial Number Printable Strine

10 Unioue ldentifier Bit Strine

,$Inititia:: Issue:E Subjec-t:

1 ccA Self Same as issuer

2 Licensed CA Same as Subject in CCA

Certificate
Refer licensed CA Subject
Specifications

3 Sub CA Same as subject in licensed

CA Certificate
Refer sub CA Subject
Specifications

4 End User (certificate
issued by sub-CA)

Same as subject for issuing

CA {or sub-CA) Certificate
Refer End user subject
specifications
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3. CCA Certificate - Subject Specifications

The ccA certificate must comply with following distinguished
subject and issuers (for a self signed certificate)

name specifications for both

.Sll tr; ffittribUte '+.,. . ':-';*:,;r.r,. iVatU*:' ,i,.i..'';1illt:-,'i1 .'ffi
t Common Name (CN) Root CA Bangladesh 'yyyy"
2 Organisation (O) office of the CCA
3 Country (C) BD

4, CA Certificate -lssuer Specifications

5. CA Certificate - SUBJECT specifications

5tffi Va|uerztl;i:" t,urii::,+', lii=ffi
1 Common Name {CN) Root CA Bangladesh "Yyyy"
2 Organisation (O) Office of the CCA
3 Country (C) BD

5. ,! Attribute V4il.*€- iii==l=r, ,ii'=1n'.=.=g _"
L Common Name (CN) Max Length: 64 characters

Licensed (subject) CA Name (name by which it
will be commonly known) (Refer Naming
Conventions section in organizational
recommendations section)
e.g. XYZ CA "YYYY"

2 House ldentifier Max Length: 60 Characters
This attribute MUST contain the

o Flat number, Apartment name and plot
no.

OR

o House Name/Number and plot Number
of the CA's head office or registered
office address

3 Street Address Max Length: 60 Characters
This attribute value MUST contain following
parameters of the CA's head office or
registered off ice add ress

4 Locality Name of City/District where CA,s head office or
registered office address is. This field is
optional if City/District is added in Street
Address.

5 State / Province Not applicable for CA certificate
6 Postal Code Postal Code of the CA's head office or

registered office address
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ional Unit (OU
L.g.l N** ,f tl*brganisation operating the

Organisation (O)

C"""tty ."d" as Per the verified

residential/office a ddress

Max Length: 2 Characters

Country (C)

:

'

I

I

I

l

6. Sub-CA Certificate - lssuer specifications

lssuer Field for Sub-CA MUST be same as the Subject

here for easY reference

Sub-CA Certificate - Subiect specifications

lnternal Sub-CA

Field for the CA have been again provided

7.

A.

;il rt SUBJECT tietO in tstuer Cn c
Common Name (C

House ldentifier

sational Unit (OU

Sa"* at SUBIECT fietO in tssuer Cn ce
anisation (O

Cm" as SuBlE. field in lssuer CA certificate
CountrY (C)

ilb-CA c"**"n Name (refer cA naming
Common Name (CN)

tion Unit (OU)

CA certificate)

@ganisation oPerating the

Su[-Cn (same as the o in lssuer field of lssuerOrganisation (O)

residential/office addres!

Max Length: 2 Characters

CountrY code as Per the verifiedCountrY (C)

B. External Sub-CA

tffi6ommon Name (refer cA namrng
Common Name (CN)

ffi rc"ttlticate lnteroperabil ity G ui d eli ne V' 1'4
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8.

A.

I

I

End user certificate (lssued by a sub-cA)- lssuer specifications

End User Certificate lssued by lnternal Sub-CA

B. End User Certificate lssued by External Sub-CA

Sl;,.No, Attrjbute l !$/=a=[iiileilii,r]ii1,',,,,,'l,i li."",,,;.1iliffi[,I#
2 House ldentifier Max Length: 60 Characters

This attribute MUST contain the
r Flat number, Apartment name and plot

no.

OR

o House Name/Number and plot Number
of the CA's head office or registered
office address

3 Street Address Max Length: 60 Characters
This attribute value MUST contain following
parameters of the CA's head office or
registered office add ress

4 Locality Name of City/District where CA,s head office or
registered office address is.

5 State / Province Not applicable for CA certificate
6 Postal Code Postal Code of the CA's head office or

registered office address
7 Organisation {O) Legal Name of the Organisation operating the

Sub-CA
I Country (C) Max Length: 2 Characters

Country code as per the verified
residentia l/office a ddress

sffio A#i?i.b'dt,6_ Valilb, "iilf:'-:'.:::aj

L Common Name (CN) Same as SUBJECT field in issu ng sub
2 Organisational Unit (OU) Same as SUBJECT field in issu ng sub
3 Organisation (O) Same as SUBJECT field in issu ng sub
4 Country (C) Same as SUBJECT field in issuins sub

s.l di Attij.ifute .'r::: ;;,-. , 
'1i: ;V.a19,' ::

1 Common Name (CN) Same as SUBJECT field in issuing sub
2 House ldentifier !ame as SUBJECT field in issuing sub
3 Street Address Same as SUBJECT field in issuing sub
4 Locality Same as SUBJECT field in ssuing sub
5 State/Province Same as SUBJECT field in ssuing sub
6 Organisational Unit (OU) Same as SUBJECT field n issuing sub
7 Organisation (O) Same as SUBJECT field n issuing sub
8 Country (C) Same as SUBJECT field in issuing sub
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9. End User Certificate -Subject Specifications

Di gital Certifi cate lnteroperabil ity G ui d el i n e V' L'4 Page 46

n + '* ' -' 
*- :

Max Length: 64 Characters
. The common name MUST be constructed in the following

manner
. CN = "Surname" "Given Name" "lnitials"

Surname
. The surname is name inher"ited by and individual from

individual's parent or assumed by marriage'
. ln the Bangladeshi context, Surname is same as last name or

family name. ln certain populations, where the use of surname is

not prevalent, the surname will mean the part of the name which

is common with the individual's parents or spouse (assumed from

marriage).
r where none of the above criteria are satisfied and where

applicable, the house name, tribe, trade, tile, salutation which is

an integral part of the person's name is to be used as the

surname.
. The surname MUST not be Blank or substituted by initials.

Given Names
. Given name is the name which is given to an individual by

parent, or chosen by the individual, or by the name by which the

individual is known.
. The given Name MUST not be Blank or substituted by initials,

. Generation qualifier if any (Jr. ll) MUST be appended to the

given name with a space distinguishing both'

lnitials
. This being a completely optional field and MAY contain initials

of parts of person's name not already addressed in and of the

above attributes.

Common Name

s"rial Number must contain 3 letter prefix of type of ldentity and

160 bit sHAl digest of subjects ldentity value. valid ldentity

Numbers are National ldentity (NlD), Passport Number (PPN),

Birth Registration Number (BRN) and Tax ldentification Number

(TlN).

(e.g. if subjects, ldentification type is passport and the passport

number is OC8739XXXX, then the serial number field will contain

PPN and digest of OC8739XXXX

(i.e. something like
PPNSb$a26d4d6acd2af$23gb49ffa3Ba40fdb61162d

Here the red is in plain text and blue part is the hash value)

Serial Number



5Ei' i,rrjil'fitfiributdt ,ltm
3 Unique ldentifier This is a reserved attribute for future use and shall be used in the

future for SHA256 hash of National lD or any other Unique lD for

individuals.

4 State or Province
Name

Max Length: 60 Characters

This attribute value MUST

State / Province of Subject's

be populated with the name of the

residential or office address (if any)'

5 localitv City/District of Subjects residential or offl

6 Postal Code Post Code for the for Subject's rtisidential or office addresr

7 Organisation Unit Max Length: 64 Characters

This attribute MUST either contain the name of the department

or sub-division of the organisation the person belongs to if the

certificate is being issued for official purposes OR must not be

used. The Organisational unit must not be present when the

orsanisation has been marked as "personal"

B Organisation Max Length: 64 Characters

This attribute MUSTcontain either
Name of the organisation the person belongs to - if such

information has been verified by the CA

OR

Contain string "Personal"

9 Country Max Length: 2 Characters

For Bangladesh, CountrY code is BD

10. Certificate Validity in Bangladesh PKI

A notification has been issued by the Controller regarding certificate validity of different type of

certificate. The notification is available at www.cca.gov.bd

The certificate validity is given as below with some addition to the notification:

sl. Certificate Tvpe Subject lssuer Validitv

L. Root CA Certificate Root CA Bansladesh Root CA Bansladesh L0 vears

2. Licensed CA Certificate Name of Licensed CA

as per CA Subject
Specification

Root CA Bangladesh 5 years

3. Sub-CA Certificate As per Sub-CA Subject

Specification

Name of Licensed CA 3 Years

4. End User Certificate
(Class 1& 2)

As per End User

Subject Specification

Name of Licensed CA/

Name of Sub-CA

'J,l2Years

5. End User Certificate
(Class 3)

As per End User

Subject Specification

Name of Licensed CA/
Name of Sub-CA

2 Years
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Lt. Certificate Signing Request (CSR) by CAs

Activities Required by a Licensed CA:

Each CA should formulate the Certificate Authorities in his CA signing application server as per

the guideline and following PKCS#10. The signing software should generate a CSR file with

extension.csr or.pem or.txt or.req or in any compatible format. The licensed CA should

deliver this PKCS#IO CSR to the Office of the CCA for processing and signing. CA may deliver this

file to Office of the CCA by CD/DVD or in any secure media,

sample csR:

-----BEG]N CERTTFICATE REQUEST___-_

MI ] CwJ CCAaoCAQAwf TELMAKGA1 UEBhMCQKQxDTALB qNVBAqTBE 5vbmUxD J AMB gNV

BAcTBURoYWthMQ I wDQYDVQQKEwZ DQU 5hbWUxC zAJB qNVBAS TAkNBMREwDwYDVQQD

EwhDQU5hbWVDQTEeMBwGCSqGS Ib3 DQEJARYPaW5mb OBj YW5hbWUuY2 gtMI IBI j AN

B g kqhkiG 9w0 BAQE F AAOCAQ SAMI I BC qKCAQEA6 / oLwbW 6 j zptLU 1 lYodl FpXl t u /A

DRAkQribwVyutrtrqea 3 7 SMEx 6pUDt J7 amz IVnNNHOQVS gBLlRHZ lCSC1 DBCSqS fPl
gNnXNUpcpZbzG3 I rswNgRMHwG/ 6AxEt / g5K6P4 tUS? HgQNoI LnNZpMWcCnPi PdrV

i r sK8 2 e1 r7 SEUvxqYSRA9+ L 5 68FwHDv+m4 ToTp j i yghwj WZKKT?b4AYi C / U i+ AwB

htLspV2 D+HiKOJPTJnaRIW/ Tpe B ceBFHRlRT lB2 KthQoCqj LDgMthXcFVkKmM 6OX

CwLSYi gq+2 j 1 H 1 QvbXoTOX O c O L Ft DIWLPHnt 9 GopVbdB 6 rX 0 n thtrYngxNwI DAQAB

oAAwDQY.lKoZ IhvcNAQEEBQADggEBAC 9A9 6WeMCODYeg2 8 i yaUJco 3 FHkrLpr 4 St tr

fUz I o5 otWs Fyl kkEhLGGmBYagl fnhmJ7pueVJ4 7 B i +rkLqXmeg+j Ti Suuoq9FmcZ

+trj vc3WGkyS SNehwo 5MryB 4 MpkQFTWFeQU zMr 4 dz 9GWQI+xZhLUqoOiTdP3 3Xqfw

Jd6cWut 3oH1 tvU+7 gHMKI fqRR0MAT FYprgORQppAdyRsYFs I ehSRgcQnrOWnx5 I'u

SbDCOhl ixRMpkK6U Z DOCPT G1 6vvDa k j 9 / ouGqI 1 f 1 HhKRS obZ fVe Tqdoop 1 L r Jf 7

R 9 s 3dz 5bvu2 E 2 xPE zDU I J 21 CLTADLe I HiAl / cb r j H INvQShQPMk:
___-_END CERTIF]CATE REQUEST---__
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ld. Appendix-ll: Acronym

ARL

A5N,1

B2B

BER

CA

ccA
CRL

cc
CN

DAP

DER

DIT

DN

EE

LDAP

OCSP

olD
PKCS

POP

RDN

RA

SCA

TBS

VA

Authority Revocation List

Abstract Syntax Notation One

Business to Business

Basic Encoding Rules

Certification AuthoritY

Control ler of Certifying Authorities

Certificate Revocation List

Cross Certification
Common Name

DirectorY Access Protocol

Distinguished Encoding Rules

Directory I nformation Tree

Distinguished Name

End entity
Lightweight Directory Access Protocol

Online Certificate Status Protocol

Object ldentifier

Public Key CrYPtograPhY Standard

Proof of Possession

Relative Distinguished Name

Registration Autho ritY

Subordinate CA

To-Be-Signed

Validation AuthoritY
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